BAHK

INAMSATKA
"O MEPAX BE3OITACHOI'O UCITIOJIb30BAHUSI BAHKOBCKUX KAPT"

Cobmonenne pekoMeHanuii, conepxanuxcst B [TamsaTke, MO3BOIUT 00eCTICUHTh MAKCHMAIIBHYIO COXPAaHHOCTh OAHKOBCKOH KapThl, €€ PEKBH3UTOB,
IIMH u jnpyrux JaHHBIX, a TAK)Ke CHU3UT BO3MOXKHBIC PUCKH IIPU COBEPIICHHWH ONEPALUi C HCIONb30BaHHEM OAHKOBCKOW KapThl B OaHKOMare, IpH
0e3HaJIMYHON OILIATE TOBAPOB M YCIIYT, B TOM YHCIIe Yepe3 ceTb MHTepHerT.

OO011ye peKOMEHIAUH

1. Huxorna ue coobmaiite IIMH TpeTsuMm numam, B TOM 4uCIe POJCTBEHHUKAM, 3HAKOMBIM, COTPYIHHKAM KPEJUTHON OpraHH3alliH, KacCHpaM U
JILam, nomMorarouuM Bam B ucnosbp30BaHuM OaHKOBCKOM KapThl.

2. TIMH HeoO0X0auMO 3aOMHHUTh WM B CIydae, €CiU 3TO SIBISCTCS 3aTPyAHHTEIbHBIM, XPaHHTh €r0 OTAEIBFHO OT OAHKOBCKOW KapThl B HESBHOM
BUJIE U HEOCTYITHOM JUIS TPETHHX JIHILI, B TOM YHCIE POJCTBEHHUKOB, MECTE.

3. Hukorma, HM Hpu Kakux OOCTOATENBCTBAX HE IepelaBaiiTe OAHKOBCKYIO KapTy JUIS KCIIONb30BAaHUS TPETbUM JIMI[AM, B TOM 4YHCIIE
poxcrBeHHnkaMm. Ecin Ha 6aHKOBCKOH KapTe HaHECEHbI (paMHIUS U UM (PU3MUECKOr0 JIULA, TO TOJIBKO 3TO (PU3MUECKOE JIULO MMEET IIPaBO UCIIOIB30BaTh
0aHKOBCKYIO KapTy.

4. Tlpu momy4yeHnyu 6aHKOBCKOW KapThl pacIUIINTECh Ha €e 00OPOTHOII CTOpOHE B MeCTe, MpeJHA3HAaUeHHOM I MOAIHCH JepxKaTens OaHKOBCKOH
KapThl, €CIIM 3TO MPEIYCMOTPEHO. DTO CHU3UT PUCK UCIOJIb30BaHMs OAaHKOBCKOM KapThl Oe3 Baero coryiacus B citydae ee yTparbl.

5. BynpTe BHUMaTeNbHBI K YCJIOBUSM XPaHEHHS M HCIIONB30BaHHSA OaHKOBCKOH KapTsl. He moxBepraiite GaHKOBCKYIO KapTy MEXaHHYECKUM,
TeMIepaTypHbIM H JJIEKTPOMATHUTHBIM BO3AEHCTBUSIM, a Takke H30eraiire momajaHus Ha Hee Blard. BaHKOBCKYIO KapTy HeNb3sl XPaHUTh DPSIOM C
MOOUJIbHBIM TeniepOHOM, OBITOBOI U OPUCHOI TEXHUKOU.

6. TemedoH KpeAWTHOI OpraHM3alU - IMHUTCHTa OAHKOBCKON KapThl (KPEOUTHOWH OpraHH3alUM, BbIABIIeH OaHKOBCKYIO KapTy) yKa3aH Ha
000pOTHOH CcTOpOoHEe GaHKOBCKOHM KapThl. Takke HE0OOXOOMMO BCernaa MMeTh IPH cebe KOHTAKTHBIE TeNe(OHBI KPeIUTHOH OpraHM3allid - SMHTEHTa
06aHKOBCKOM KapThl 1 HOMep OaHKOBCKOW KapThl HA APYTHX HOCHTEIAX HH(POPMAIMK: B 3AMMHCHON KHIKKE, MOOHILHOM Tene(OHe H/HITN IPYTUX HOCHUTEISIX
nHbOpMaLyu, HO He psoM ¢ 3amuckio o ITMH.

7. C nenplo NpefoTBpAINEHUs] HENPaBOMEPHBIX JCHCTBUH IO CHATUIO BCEH CYMMBI JICHEKHBIX CPEICTB ¢ OAaHKOBCKOTO cUeTa IIeIecoO0pa3HO
YCTaHOBHUTH CYTOYHBIH JIMMHUT HA CYMMY OIEepalHii 0 GaHKOBCKOW KapTe U MOAKIIOYHTh yeayry "SMS-undopmuposanue". [1o mr060ii onepariu mo Bareit
kapTe U3 OaHka Oyaer npuxomut SMS-coobiieHne Ha MOOMIIBHEIH Tele(OH, YTO TO3BOIUT KOHTPOINPOBATh ONEPAIHU B PEXKUME PEAIbHOTO BPEMEHH.

8. Ipu nosydeHn: IpockObI, B TOM YHCIIE CO CTOPOHBI COTPYAHHKA KPEAUTHOH OpraHU3aliH, COOOIIUTE IIepCOHAIbHBIE JaHHBIE HIM HHPOPMaLUIo
o OankoBckoil kaprte (B ToM umcie [TMH) He coobmaiite nx. Ilepe3BoHUTE B KPEIUTHYIO OpraHU3alUIO - SMUTEHTA OAHKOBCKOH KapThl (KPEOUTHYIO
OpraHHU3alMIoO, BBIIABLIYIO OAHKOBCKYIO KapTy) M COOOIIUTE O JAHHOM (haKTe.

9. He pexomeHtyeTcs OTBEYaTh HA MIEKTPOHHBIC ITHChMa, B KOTOPEIX OT HIMEHU KPEJUTHON OpraHu3aluy (B TOM YHCIIE OT KPEJUTHON OpraHU3aliy
- OMUTEHTa OAHKOBCKOH KapThl (KPEAMTHOW OpraHU3allMM, BbIAABIIEH OAHKOBCKYIO KapTy)) Hpelaraercsi NpeloCTaBUTh NEPCOHAjbHbIC AaHHbIe. He
crenyiiTe 1o "cchlIKaM", yKa3aHHBIM B ITHChMax (BKJIFOYAs CCHUIKH Ha CANT KPEIUTHOMN OpraHU3alim), T.K. OHH MOTYT BECTH Ha Cai{ThI-{BOHHHKN.

10. B memsx MHGOPMALOHHOIO B3aMMOJCHCTBHUS C KPEJUTHOW OpraHM3allell - SMHTEHTOM OaHKOBCKOH KapThl (KPEAWTHOH OpraHM3aliH,
BBI/IaBIICH OAaHKOBCKYIO KapTy) PEKOMEHAYETCs HCIIOIb30BaTh TOJIBKO PEKBH3UTBI CPEICTB CBSI3M (MOOWIBHBIX M CTAal[MOHApPHBIX TeledOHOB, (akcos,
HHTEPAKTHBHEIX Web-CaliTOB/IIOPTANIOB, OOBIYHON M DJIEKTPOHHOH IOYTHI M IIp.), KOTOpPBIE yKa3aHBl B JIOKYMEHTaX, HOJIy9EHHBIX HEIOCPEICTBEHHO B
KPEIUTHOH OpraHU3aliy - SMHTEHTE OaHKOBCKOI KapTEI.

11. [TomuuTe, uTO B ciydae packpoitust [IMH, nepcoHanbHBIX JaHHBIX, YTPaThl 0AaHKOBCKOM KapThl CYILIECTBYET PUCK COBEPILIECHUS HENPABOMEPHBIX
JIEUCTBHH ¢ ICHEeXHBIMHA CpEJICTBAMH Ha Barmem 6aHKOBCKOM CUETE CO CTOPOHBI TPETHHX JIUIL.

B cirygae ecnm mMeroTcst penmnonoxeHust o packpeltuu [TMH, nepcoHanbHEIX JaHHBIX, TO3BOJISIONIMX COBEPLINTH HENPaBOMEPHBIC NEHCTBHS C
Bammm 0aHKOBCKUM CHETOM, a TakkKe, eciu OaHKOBCKas KapTa Oblla yTpauyeHa, HEOOXOAMMO HEMEIJICHHO OOpaTUTHCS B KPEAMTHYIO OPTraHM3AIUIO -
OMUTEHT OAHKOBCKOW KapThl (KPEOUTHYIO OPraHH3allMIo, BBIIABIIYI0 OaHKOBCKYIO KapTy) M CIIE[OBAaTh YKa3aHUSIM COTPYIHHKA ITAaHHON KpeIUTHOH
opranm3anuu. /o MoMeHTa oOpalieHns! B KpEJUTHYIO OpPTaHU3alUIo - IMUTEHT OaHKOBCKON KapThl BBl HeceTe pUCK, CBSI3aHHBIH ¢ HECAHKIIOHUPOBAHHBIM
CIMCaHHEeM JICHEeXKHBIX CPeJCTB ¢ Bamero 6aHkoBckoro cuera.

Pexomennanuu npu coBepieHnu onepanuit
¢ 6aHKOBCKO# KapToii B 6aHKOMaTe

1. OcymiecTBigiTe oOnepalyud C KCHONB30BAHMEM OaHKOMATOB, YCTAHOBJIEHHBIX B O€30MAacHBIX MecTax (Hampumep, B TOCYAapCTBEHHBIX
YUPSKIECHHSX, TOAPA3ACICHUIX OAaHKOB, KPYITHEIX TOPTOBBIX KOMIUIEKCAX, TOCTHHHIAX, a9POIOPTax ! T.IL.).

2. He ncnone3yiite yctpoiictsa, KoTopsie TpeOyroT BBoga ITMH st moctyna B moMerenue, Te pacronoXeH OaHKOMar.

3. B ciydae ecnu mo6au30cTi 0T GaHKOMAaTa HAaXOSTCS MOA03PHUTENBHbIC JIMIIA, CICAYET BEIOpaTh Oosee MOAXosIIee BpeMs Ul UCTIONb30BaHHs
06aHKOMaTa MM BOCTIONB30BAThCS APYTUM OaHKOMATOM.

4. Tlepex ucmonp3oBaHMEM OaHKOMaTa OCMOTPHTE €ro Ha HAIMYME JOTOJHUTEIBHBIX YCTPOWCTB, HE COOTBETCTBYIOLIMX €r0 KOHCTPYKIMH H
pacronokeHHBIX B MecTe Habopa IIMH u B Mecre (mpopess), HpeIHa3HAUYCHHOM [UIsI IpHeMa KapT (HaImpHMep, HalWdue HEPOBHO YCTAaHOBJICHHOMN
kinaBuatypsl Habopa ITMH). B ykazaHHOM ciTydae BO3JEpKHTECH OT HCIOJIB30BAHUS TAKOTO OaHKOMATa.

5. B ciydae ecnm kiaBHaTypa MM MECTO JUIS TpHeMa KapT OaHKoMarta 000pyaIoBaHbI JIOIOTHUTEIBHBIME YCTPOHCTBAMH, HE COOTBETCTBYIOIINMH
€ro KOHCTPYKIUH, BO3IEPKUTECH OT UCIIONB30BaHMs OAaHKOBCKOH KapThl B JAHHOM OaHKOMATe H COOOIIUTE O CBOUX IIOJO3PEHHUAX COTPYIHUKAM KPEIUTHOH
OpraHW3aIuH 1o TeneoHy, yka3aHHOMY Ha DaHKoMare.

6. He mpuMeHsiiTe (U3MYECKYIO CHITY, 9TOOBI BCTABUTH OAHKOBCKYIO KapTy B OaHkomart. Ecitn GaHKOBCKasi kapTa He BCTaBISCTCS, BO3IEPIKUTECH OT
HCTIONB30BAaHHUS TAKOTO OaHKOMATa.

7. Ha6upaiire TTMH Takum o6Gpa3om, 4ToObI JTIO/IH, HAXOJSIINECS B HEMOCPEICTBEHHON ONM30CTH, He cMorim ero yBunaers. IIpu HaGope TTMH
NPUKpBIBaiiTe KIaBHATYpy PYKOH.

8. B ciywyae ecnm OaHkomMarT pabOTaeT HEKOPPEKTHO (HAMpUMep, AOArOoe BpeMs HAXOAMTCS B PEKHME OXHIAHUS, CaMOIPOHM3BOJILHO
Tepe3arpykaercs), CIeIyeT 0TKa3aThCsl OT MCIONb30BaHMs TaKOro 0aHKOMaTa, OTMEHHTh TEKYIIYIO ONEpalfio, Ha)kaB Ha KilaBuatype KHomky "OtMmena", u
JIOXKAATHCS BO3BpaTa OaHKOBCKOI KapThl.

9. Ilocne momy4yeHHs: HATMYHBIX JEHEKHBIX CPEICTB B OaHKOMATe ClIeAyeT IepecuHTaTh OAaHKHOTHI IOIHUCTHO, YOSIUTHCS B TOM, YTO OAaHKOBCKAs
KapTa OblIa BO3BpAIlleHa OAHKOMATOM, HOXKIAThCS BBIAUHM KBUTAHIUU HPH €€ 3alpoce, 3aTeM IOJIOXKHTb HX B CyMKY (KOIIeNeK, KapMaH) H TOJIBKO II0CIIEe
3TOr0 OTXO/UTH OT GaHKOMATa.

10. CnemyeT coxpaHATH pacledaTaHHbIE OAHKOMATOM KBUTAHIHH UL MOCIEAYIOeH CBepKH YKA3aHHBIX B HUX CyMM C BBIHCKOH 10 OaHKOBCKOMY
cuery.

11. He mpuciymmBaiiTech K cOBETaM TPETbHX JIHI], a TAKXKE HE NMPUHMMANTE UX IOMOIIb HPH MPOBEACHHU ONEpauuii ¢ OaHKOBCKOIl KapToil B
OaHKOMAaTax.
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12. Ecin mpu mpoBeieHHH omnepanuii ¢ 6aHKOBCKOI KapToil B OaHKOMaTe GaHKOMAaT He BO3BpallacT OGaHKOBCKYIO KapTy, CIELYyeT NO3BOHHUTH B
KPEIUTHYIO OPraHH3alHio M0 TeneOHy, yKa3aHHOMY Ha OaHKOMATe, W OOBSICHHTH OOCTOSTENBCTBA MPOM3OMICAIICTO, a TAKXKE CICAYeT OOpaTHTHCS B
KPEIUTHYIO OPTaHU3ALHUI0 - IMHTEHT GAHKOBCKOH KapThl (KPEAUTHYIO OPraHM3ALMIO, BHIIABIIYIO OAaHKOBCKYIO KapTy) U Jajee CICAOBATH HHCTPYKLIHSM
COTpYy/AHMKA KPCAUTHON OpraHU3aliu.

PexoMeHmanuy npy MCIOIb30BaHU OAaHKOBCKOH KapThl
Juisi O€3HAIIMYHON OIJIaThl TOBAPOB U YCIYT

1. He ucnone3yiiTe 0aHKOBCKHE KapThl B OPraHU3ALUSIX TOPTOBIU U YCIIYT, HE BHI3BIBAIOLIUX JOBEPHS.

2. TpeOyiiTe mpoBeneHUsI omepauuii ¢ OAHKOBCKOH KapToil Tonbko B Bamem npucyrcTBuu. DTO HEOOXOIMMO B LEISIX CHIDKCHHS PHUCKa
HENPaBOMEPHOT'0 MOIy4YeHUs Balinx nepcoHaIbHBIX JaHHBIX, YKa3aHHBIX HA OaHKOBCKOMW KapTe.

3. Ilpu wucnonp30BaHMM OAHKOBCKOM KapThl JJIsI OILIATHI TOBAPOB M YCIYr KacCHP MOXKET MOTpeOOBaTh OT Biajenbla OAaHKOBCKOW KapTbl
MPEeIOCTaBUTh MACIOPT, moanucaTh yek wiu BBectu [IMH. Iepen nadopom IIUH crnenyer yoenutbes B TOM, UTO JIFOIH, HAXOASIIHECS B HEIOCPEICTBEHHOM
OJIM30CTH, HE CMOTYT €ro yBHIETh. [lepes TeM Kak MoJNucaTh 4eK, B 0053aTeIbHOM MOPSIKE IPOBEPhTE CYyMMY, YKa3aHHYIO Ha YeKe.

4. B ciy4yae ecny IpH TONBITKE OIUIaThl OAHKOBCKOW KapTOM MMeNna MecTo "HeycreliHas" omepanus, CIeIyeT COXPAaHHTh OJHMH SK3EMILLIp
BBIZIAHHOTO TEPMHUHAJIOM YeKa IS TOCIeYIoNIeil IPOBEpPKH Ha OTCYTCTBHE YKA3aHHOM OMEpaliy B BHITUCKE [0 OAHKOBCKOMY CUETY.

PexoMeHanuy Ipy COBEPIICHHH OIePAIHil ¢ OaHKOBCKOI
KapToi uepes ceTb MHTEpHET

1. He ucnoms3yiite IIH mpu 3aka3e ToBapoB U ycIIyr uepes ceTb MHTepHeT, a Taroke 1o Tenedony/pakcy.

2. He cooburaiite mepcoHanbHbIe HaHHBIE WM HHGOpMALNIO 0 GaHKOBCKOW(oM) Kapte (cuere) yepe3 cetb Wurepuer, nanpumep [TMH, maponu
JIOCTyIa K pecypcaM 0aHKa, KpeIUTHbIE TUMUTHI, ICTOPUIO OIEpalluii, IepCOHAIbHBIE JaHHbIE.

3. C mebro NpefoTBPaIeHUs] HEIPAaBOMEPHBIX JNeHCTBHII 0 CHATHIO BCEH CYMMBI JICHEKHBIX CPEACTB ¢ OAHKOBCKOTO CUETa PEKOMEHIYeTCS IS
OILIaThl IOKYNOK B ceTH VHTepHeT MCIOoNb30BaTh OTAENbHYI0 OAaHKOBCKYIO KapTy (TaKk Ha3plBa€Myl0 BHPTYalbHYIO KapTy) ¢ NpPEIelbHbIM JIMMHTOM,
IpeHa3HaYeHHYIO TOJIbKO AJI YKa3aHHOI Ley U He IO03BOJIIIONLYIO IPOBOAUTH C €€ HCIONIb30BaHUEM OIlepalliy B OPraHU3aLUAX TOPTOBIH U YCIIyT.

4. Cnenyer noJIb30BaThCsl HHTEPHET-CAHTaMH TOJIBKO H3BECTHBIX M IPOBEPEHHBIX OpraHU3aliid TOPIOBIH H YCIIYT.

5. ObOparute BHUMaHUE HA HOAJCPKKY caliTaMu, Ha KOTOPBIX Bbl COBEpIIACTE IMOKYIKH, TexHOJoruu 3D-Secure (Haau4ue AaHHOW TEXHOJIOTUH
obo3naueHo Ha caiitax sorotunamu Verified by Visa u MasterCard SecureCode). [lanHasi TEXHOIOTHsI MO3BOJISET MOATBEPIAUTH COBepiaeMyio Bamu
OIIepaIHIO OJHOPA30BEIM IapoJeM, KOTOPhIH BEI moyunTe Ha MOOWIIBHEIH TenedoH.

6. OOs3aTenbHO yOequTech B NMPABHIBHOCTH aIPECOB WHTEPHET-CANTOB, K KOTOPBHIM IOJIKIIOYAETECh M HA KOTOPBIX COOMPAETECh COBEPIIUTH
MOKYIIKH, T.K. IOX0XKUE aJpeca MOT'YT HCIONIb30BaThCs AT OCYIIECTBICHHUS HEMPABOMEPHBIX JeHCTBUIL.

7. PexoMeHmyeTcsl COBepLIaTh MOKYIKH TOJBKO CO CBOETO KOMIIBIOTEpA B LENSIX COXPAHEHUs KOH(HICHIUATFHOCTH NEPCOHATBHBIX JAHHBIX U
(un) nHpOpManuu 0 GaHKOBCKOW(0M) KapTe (cuere).

B cimyuae ecnu mokymka coBepLIaeTCs C HCIOIb30BAHUEM UY)KOTO KOMIIBIOTEPA, HE PEKOMEHIYeTCsl COXPaHATh Ha HEM IepCOHAbHBIE JaHHbIE U
IIpYTyo HHPOPMAIHUIO, a II0CIIe 3aBEPIICHHs BCEX OIepalii HY’)KHO yOeAUTHCS, YTO epCOHAIbHbIE JaHHbIE U Ipyrast HH(GOPMAIHs He COXPAaHWIHCH (BHOBb
3arpy3uB B Opay3epe web-CTpaHuUIly IpoaBLa, Ha KOTOPOW COBEPIIATUCH MOKYIIKHI).

8. YcraHoBUTE Ha CBOW KOMIBIOTEP aHTUBUPYCHOE IPOrPAMMHOE 00ECIIEYEHHE U PEryJISIPHO IPOU3BOAUTE €ro OOHOBJIEHHE M OOHOBJICHHE APYTHX
HCTIONB3YeMBIX BaMu NporpaMMHBEIX HPORYKTOB (OHEPAIlMOHHON CHCTEMBl M NPUKJIAJHBIX IPOTpaMM), 9TO MOXKET 3allUTUTh Bac OT NMpOHHKHOBEHHS
BPEZIOHOCHOTO IIPOTPAaMMHOT0 00eCIIeUeHHI.

BHUMAHMUE!

Boree monpobHy0 HHPOPMALHMIO BB MOXKETE HATH Ha HamreM caiite Www.atbbank.ru
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